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Stop the Phish

DESCRIPTION

A cost-effective solution named SpamTitan to provide an Email security
baseline.

SpamTitan is used to work with mailboxes using Office365 to screen out
Phishing emails before they get in your mailboxes

CHARGING

‘ o
All BU staff with an email

Phishing protection 5—__‘“ .

based on unit of mailbox (actual usage)
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ADVANCED EMAIL PROTECTION_ {
Stop the Phish

DESCRIPTION

Powerful solution from microsoft designed to provide advanced protection against

sophisticated email attacks which supports organization throughout the attack
cycle.

Nnot just screen and prevent but also investigate and stop the spreading

CHARGING

Job function, JG17+, PA/EA, sensitive app &
targeted users

Phishing protection

based on unit of mailbox (actual usage)
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Keeping TAs Out

DESCRIPTION

The solution combines expert-driven EDR for proactive device protection, SIEM for
behavior-based threat detection, SOAR for automated response, and open-source

tools for threat investigation. A talented team of dedicated CISO security experts
monitors, detects, and mitigates attacks.

Additionally, this expert team delivers tailored threat analysis and response

strategies, handling the impacts and challenges of any potential cybersecurity
incidents for your organization.

CHARGING

any modern operating system
managed detection & Response

based on unit of device (actual usage)
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ZERO TRUST NETWORK
Stop Intrusions

DESCRIPTION

Solution designed to ensure that users are fully identified and authorized to
access web applications. This solution will provide robust security even to legacy
applications that were not designed to comply with modern requirements,
significantly reducing the risk of unauthorized access, data breaches, and other
security incidents related to privileged accounts

CHARGING

all bu staff with an email
application access protection

based on unit of users (Actual usage)
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Proactive Bug Hunting

DESCRIPTION

VAPT (Vulnerability Assessment and Penetration Testing) identifies and resolves
security gaps in your IT infrastructure. Combining vulnerability assessments with
simulated cyber-attacks, it's a critical step in meeting Central Group's security
policies and preventing data breaches.

Our team provides detailed reports, collaborates with developers to fix issues, and
offers unlimited free retesting to ensure all vulnerabilities are fully addressed.

CHARGING _| z
L1l
. o ..-”\

web & mobile applications, network and APIs E
vulnerability management I

W a—— |
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man-days per engagement
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Continuous Bug Hunting

DESCRIPTION

Continuous Security with Our Vulnerability Assessment Service
o Penetration testing offers a snapshot, but ongoing protection is essential. Our
Vulnerability Assessment Service continuously detects vulnerabilities in your
critical internet-exposed assets.
= Key Features:
e Automated Scanning: Assess up to 20 internet-facing assets, including web
apps, VPNs, APl gateways, and firewalls.
e Dynamic Testing (DAST): Scan one primary website for SQL injection, XSS,
and CSRF vulnerabilities.
e Attack Surface Management (ASM): Analyze one top-level domain to find
hidden assets and reduce your attack surface.
Monthly Reports:
o Receive actionable monthly reports to strengthen your security posture and
stay ahead of emerging threats.

B Pl ¥ ¥y
. g ,
\\b h - P ¢
CHARGING 3 N
NG o

critical internet facing assets

AN

vulnerability management \

flat rate per year
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Strong First Line

DESCRIPTION

Combining interactive security awareness training, informative
webinars, and eye-catching e-posters with key security messages to
keep employees informed, vigilant, and proactive in protecting
valuable data and systems from evolving security threats.
Furthermore, the program incorporates engaging phishing
simulations to test their ability to identify and report suspicious
emails. This comprehensive approach empowers employees to
become active participants in protecting our valuable data and
systems from cyber-attacks.

CHARGING I

all bu staff with an email

security & compliance

based on unit of user (actual usage)
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Strong First Line

DESCRIPTION

Comprehensive training program and platform tailored to developers'
needs, covering industry best practices for secure coding, vulnerability
identification, and secure application design. This training equips your
developers to build secure applications from the ground up, reducing
the risk of security breaches and protecting your valuable data.

CHARGING

sw developer, tester & ga, developer
leads/managers, app & infra team, business
analyst & system administrator

security & compliance

based on unit of user (actual usage)
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Solid IT Governance

DESCRIPTION

A comprehensive governance framework to manage security risks and
compliance, ensuring the organization stays secure and aligned with
industry standards. This service focuses on three key areas:

1.Compliance Program: Develop and update security policies to meet
industry best practices and regulations. Lead awareness campaigns,
facilitate security control assessments, and provide compliance
dashboards for easy tracking.

2.Proactive Risk Management: Implement IT security frameworks to identify
and mitigate risks, leveraging incident data and testing results to
improve security controls. Maintain risk dashboards to keep executives
informed.

3.Security Expert Advisory: Offer guidance on secure IT implementations,
architecture, and audit findings. Provide ad-hoc security expertise to
address specific concerns.

o ¢ 2

CHARGING 1. -@
All BU staff with an email 6 ' / \ .T.
ﬁ : GOVERNANCE -~
security & compliance \ // an
\ / -
based on unit of user (actual usage) ""l o ”/,.a Al
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DPO AS A SERVICE
Privacy by Design

DESCRIPTION

Provide Personal Data Protection Act (“PDPA") consultation and PDPA
documentation review (e.g., Record of Processing Activity (ROPA), Privacy

Notice, and consent wording, etc.).
Conduct gap analysis and provide remedial action plan to ensure PDPA

compliance.

Advice on handling Data Subject Right Request (DSR) and acting as an official
point of contact with authority and data subject on all data protection

Mmatters.

Conduct a data breach assessment and notify Personal Data Protection
Committee (PDPC) within 72 hours of becoming aware of the breach (if
needed), including notifying data subject without undue delay (if needed).

Registration as DPO with PDPC and monitor/update related laws and

regulations

CHARGING |

All BU staff with an email A

PDPA Compliance

based on tiered model (BU size & No. of requests) — _}|


mailto:askciso@central.co.th

@ CENTRAL | CHIEF INFORMATION
SECURITY OFFICE

Privacy by Design

DESCRIPTION

Provide and maintain PDPA inventory and ROPA
management tool to assist all BUs in PDPA compliance.

CHARGING ——

All Bu with ROPA management Tool :
PDPA Compliance 2’_]

based on unit of user record (fixed =——

bt

rate/annum)
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DSR
DSR FULFILMENT
Privacy by Design

DESCRIPTION

Provide and maintain DSR management tool to assist BUs in DSR handling to
comply with PDPA.

CHARGING

Bu with JIRA ticketing
PDPA Compliance

based on unit of user record (fixed rate/annum)
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Eftective Cyber Program

DESCRIPTION

Advisory, assessment, strategic and solution generation in a
wide range of expert domains, including but not |[imited to:
security and privacy roadmap planning, board and ac
management advisory, policy and standards advisory, both
regulatory and non-regulatory compliance advisory, risk
advisory, new project consultation, privacy management,
PDPA consultation, security risk assessment, security
architecture review, third-party due diligence, penetration
testing & wider vulnerability management program advisory,
security operations management, incident management,
business crisis management advisory ...

CHARGING

Central group wide
risk Advisory

based on percent allocation of overall service
coverage
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